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Abstract

Due to the revolution of technology since the beginning of the 20"
century, it is considerable to develop efficient tools on the quantum
level in order to improve confidentiality and interoperability of data.
The Quantum computer, with Quantum mechanics as its basic princi-
ple, still promises to bring great surprises even though we are at the
beginning of its development. Quantum Computer is the only known
model for computing that could offer exponential speedup classic com-
puter. The current major challenges of the Quantum Computer include
increasing or reducing the number of qubits for a given system, coher-
ence management to preserve the properties of the superposition and
entanglement state of a quantum system to perform data operation, of
course through appropriate quantum algorithms. In this paper, we will
give an overview of a quantum computer, will describe the evolution
of cryptography and the theory related to computational performance,
efficiency and predictive modeling of Quantum Computers. Prototype
and Quantum simulation algorithm will be proposed to improve the life
of new quantum universe.

Keywords: Quantum Computer, Cryptography, Prototype, Modeling and
algorithm
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1 Introduction

Before dealing with the Quantum computer concept, we first refer to Quantum
mechanics. We admit the possibility of dealing with the principle of quantum
superposition, it means to reduce the number of quantum binary digits(Qubits)
needed to perform a computation, to adapt with a new concept convincing that
one object could be in several places or states at the same time, even though
reportedly, it seems to be impossiblel When I am in Laboratory analyzing
medical data, I cannot be at a beach enjoying the floating water and soft wind
at the same time. According to the classical physics law, we all have a per-
fectly defined state[l]. When we are there, we cannot be anywhere else! But
on the other hand, when we are in the infinitely small world at the level of
atoms, then the rules of the day are completely different. It is not easy to
be understood, even very difficult to conceive, however every thing could be
possible in the Quantum world. The quantum computer, a funny mechanic!
How can a particle be in two places or two states at the same time? Example:
a living and dead Cat at the same time, a key of our car in two places at the
same time and two basketballs always on the same side. We should know that
physicists have been trying to explain the phenomena they observed from the
origins of quantum physics to the first computer prototype.

I cannot find the key of my car! You haven’t seen it by chance? No, there you
see, you will find it exactly where you left it. Because here our cat, our key,
our juice, our plant, our TV and so on. In short, everything that surrounds
us has a well defined mass, position and velocity. For example, the key weighs
48 grams, you put it on the living room table and of course its velocity is
zero. All these values define the physical state of your key. It has only one
perfectly defined state. This vision of the world is clear, our daily objects are
well described by the physics known as classical.

But in a world of science fiction, imagine your key being in several places at
once, both in living room and in kitchen. This is usually seems impossible for
objects on our scale, but it is common for microscopic objects. If we extract
for example an atom from your key and isolate it in a free vacuum without
light, we observe a situation that requires us to radically change our view of
the world.

As answer to the previous question in the first paragraph of this section, the
atom can of course be placed in 2 or 3 even an infinite number of places at
the same time. The atom is then said to be in a quantum coherent superpo-
sition of states. This phenomenon is a particular case of a basic principle of
quantum physic, a branch of physics that describes well the microscopic world.
At the microscopic scale, the atom has a property that is not equivalent to
our everyday life! It behaves sometimes like an atom, sometimes like a wave.
When it is not well observed, the atom must be assimilated to a wave. The
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same atom, is present everywhere at the same time in the same way as water
is a fluid present everywhere along a surge. We provide a quick briefing to the
concept Superposition.

Superposition: As one of Quantum Computer fundamental properties leads
on quantum mechanics to store, present and perfom operations on data in
such away so that it can compute exponentially faster than any classical
computer|2].

Superposition in quantum computing refers to the ability of Qantum system
when quantum particule or Qubit can exist in two positions or say, in multiple
states at the same time. Let’s dig into the following experment. The h gate
makes a new state: |+) = H|0) = 1/v/2(|0) + |1)) that is a uniform superpo-
sition of the |0) and |1) state. The measurement forces the system to be in
ether the |0) state or |1) with an equal probability.

In the second experment, we made a new state: |—) = H|1) = 1/1/2(]0) — 1)),
that is still a uniform superposition of |0) and |1) with different sign.

In the last case, we can take the sum of two previous experments H|0) and
H|1).

After adding the two experments together, the |1) state cancels out because
of the minus sign.

From now , we can see the difference between classical probability p and the
quantum amplitudes v, which can be positive, negative, or even complex. The
relationship between classical probabilities and quantum amplitudes is p =
|4|?, and is known as Born rule.

V2
|[+) = H|0) and |—) = H|1), uniquely defines the Hadamard gate in computa-
tional basis by the following matrix:

()

Sum, from the following relation, you see that Qubits can be in the quan-
tum superpositions, and these superpositions can have a sign that leads to
interference. The given physical system in a definite state could still befave
randomly.

Putting all this together gives: |+) = \/Li G), |—-) = == (_11), and using

2 Quantum Computer prototype Modeling

In this section we will identify the gape between Classical computer and the
Quantum one . The prototype and short algorithm to be implemented will be
also proposed. Since the Quantum Computer is based, as its name indicates,
on quantum mechanics, we prefer to go back to the essential notions of quan-
tum mechanics and quantum computing[3]. The power of Quantum computing
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is estonishing and not many people benefiting from the full potentialities it has
to offer. We look first at what makes quantum computing different from todays
common place classical computing [4]. Quantum Computer uses quantum bits
QUBITs and they are distinguished from classical BITs by their properties.
The qubits obey all the rules of the quantum physics and ,in particular, prin-
ciple of superposition |0) + |1), that means they can take all the values at the
same time.

1 Classical bits r Quantum bits

~ ’// | . ;
L1 11, | G«
l l 1 l l Bit number | |0> O “H\ \H .

Bit number
Fig.1: Graphical representation of BITs alongside QUBITs[4].

2.1 Qubits modeling

(a) The Qubit (quantum binary digit): is the basic unit of quantum infor-
mation. It is a quantum system with two states, which means that it evolves
in a Hilbert space of dimension 2. While a classical bit can take the values
1 or 0, a Qubit can rather be, in an analogous way, in two states, but also
in a superposition of both states: |0) and |1). This is what differentiates the
classical bit from the quantum bit. Instead of just two values, we have a vector
with two components, and single qubits operations:

o =|o| =]l &)

The state of a qubit is generally noted as follows:

) = al0) + Bl1); (3)

where o and 3 are coefficients such that : |a|? is the probability of being in
the state|0) and |3|? that of being in the state |1).In the real world where bits
are perceived as 0 or 1, only one of the four possible states can exist at any
01} 00
10, 11
the possible states can coexist in time and space simultaneously. It is in this
principle of quantum superposition that the interest of quantum computation
lies.

time in space. However in a quantum superposition state, all four of

(b) With two Qubits: Let us examine the case of two qubits. Consider

now electons in two hydrogen atoms: = . Classically, the two electrons
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are in one of four states: 00, 01, 10, or 11 and represente two bits of classical
information. But Quantum mechanically, they are in a superposition of those
four states: [10) = ago|00) + p1]01) + a10|10)| + a1]11);

where 3 Jay;[* = 1.

2.2  Qubit Logic Gates

Since we know what qubits are, we need to know how to manipulate them. This
means taking a quantum state as input and obtaining another quantum state
as output, because this is what a computer does. To do this, we use Quantum
Logic Gates which are the analogue of the logic gates which constitute quantum
computers. Since our qubits |0) and |1) can be represented by column vectors
as explained before, we can thus represent the NOT gate by a matrix X as

follows:
10
X = (0 1) ()
we then see directly that:

al0) + B[1) = (g) o X (g) - (g) (5)

V) = ano| T1) + 01| T4 +aqo] 41 [car] L4));

In fact, we can always represent a quantum logic gate by a matrix. This
comes from the linearity of the equations determining quantum mechanics. In
order to perform any algorithm in quantum system, there must be operations
that correspond to some universal set of quantum gates. These criteria can be
used to test the adequacy of realisation of a quantum computer.

2.3 Large scale Computer architecture

To build a large scale of quantum computing that can efficiently impliment
quantum properties in its operation is a great challenge for researchers[6]. One
of the most challenging problems is that the quantum information is quickly
loste during operations due to the decoherence. So, it is not easy to construct
a large scale of quantum computation with a large quantity of Qubits.The
proposed solution to this problem is to find a way on how to minimize the
total volum of physical hardware for topological quantum computation.
Fugure2 also describes the architecture of Quantum calculator and the
implementation of its work in order to overcome its common technical problem.
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Control computer | Quantum processor/Unitary — | Quantum memory
Transformation on qubits 1
A
Input data and commands Addresses and|commands
n
| -I Quantum Register Memory slots
Pulse generator i i
Device for measuring the
*| state of qubits

Y

i v X

‘ Input device | | Qutput device ‘ | Calculation device

Fig.2: Quantum Computer architecture.

Especially, computer capability has the potential to challenge the way we use
encryption to secure much of our digital life, whether it is the protection of
confidential data, the privacy of our online communications.

The encryption and decryption system is composed of a quintuplet[8]; exam-
ple:

(P, C, Ok, Dk/, K) 0:

-P is a set called clear text space(plain text)

-C' is a set called space of cipher text

-K is a set called key space

-Geny a key generation algorithm (= the elements of K);

-Cx: P — C is a left invertible function called the encryption function and
which depends on a parameter k called key;

-Dy: C' — P is aleft invertible function of Cy, (i.e Dy 0 Cix(m) = m, Ym € P)
and is called the decryption function (depending on the key £’) .

Unlike a classical computer, a quantum computer can therefore calculate
several values at the same time
By Ecnrypting the Quibit in relation(3), we consider an operation where an
attacker can not determine the probability emplitude of the number of mea-
surements already performed[10]. Once the key generation procedure is de-
fined, we can also define the qubit encryption procedure.
Suppose Alice wants to encrypt the qubit in the relation(3) for Bob. Encryp-
tion is done as follows:

1) Alice generates randomly a set of r natural numbers ranging from 1 to
n. This set is noted with R={r¢,r1,...7,}, 1 < r; < n.

2) We denote with Ug, the composition with the transformations U,.,, U,,,...U,. ..

Alice applies the transformation Ug to the Qubit in relation(3).
The Qubit new state (encrypted) is now |1)) = Ug|t)). Alice sends then
Bob via an unsafe channel the Qubit in its new state(encrypted).
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Encryption of a Qubit is a cryptographic operation that does not allow an
attacker to access a probability amplitudes that define the superposition of the
qubits. The encryption operation assures that the attacker can not reconstruct
through quantum tomographic the content of message during its transmission.

2.4 Quantum Computer Efficiency proof

It is already known that quantum computer relies on Qubits[11] to run and
solve multidimentional quantum algorithms to conduct measurements and ob-
servations. I am looking for the book. Don’t you know where it is stored? No,
but you have to find the answer with the computer in this library. Careful, I
will tell you how it works! First of all, you must know that a classic computer
uses a particular language ”binary language” that is to say for image, sound,
video issue, text, even the titles of books in this library. In short, all informa-
tion stored and processed by a computer are translated into a sequence of 0
and 1, each 0 and each 1 is called a BIT, these sequences of 1° and 0° are filed
in a numbered memory with specific addresses, as the address that indicates
where you live for example.

But what does this computer do with these 1° and 0° at this or that address?
Well, it adds them, multiplies them or even compares them via small electronic
circuits called ”Logic Gates” as seen before. These gates perform all sorts of
simple logical operations; they deliver themselves as a result in form of a 1 and
a 0. But, this still doesn’t tell me how these logic gates will find the location of
my book? To understand this, let’s take the title of the book you are looking
for:

The computer saves it in a box in its memory;

In other boxes the titles of the books are already recorded;

Each one has an address corresponding to its place in the library;and

The computer will use a network of logic gates to compare the Bits of
any of each title in the list. This gate array is often called ORACLE.

An oracle gate in quantum gate is usually a ”variable” gate. It enables the
encoding of a problem instances and representes in this way the input of a
quantum algorithm.

By using a quantum type, it must be an intervention of quantum bits so
called g-bits and they are distinguished of course from classical bits. These
g-bits obey all the rules of quantum physics and in particular principle of
superposition. With this new paradigm, our logic gate array is called g-Oracle.
According to the following example, g-oracle will be responsble to find the
location of the book in the Library. According to this quantum mechanic, the
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needed book has been found at the position number 2 on the first floor up of
this Library(Fig.3).

100> + 101> + 110>+ 111> |

MBI o[ ool .. [1]olo o] [1]

|

Fig.3: Book searching from Library via q-Oracle.[1]

It is therefore very necessary to respect the algorithm if one wants to be totally
certain of the answer. Anyway, the Quantum Computer remains efficient to
solve some mathematical calculations which become impossible to solve using
classical computers beyond a certain volume of data.

Especially, Quantum Computer is not intended to replace our classical ones
because its applications will be different. It should improve and meet specific
needs, example for the army, banks, in the field of artificial intelligence, Inter-
net of things(IoT), e-Learning, sorting and analyzing very quickly information
in gigantic databases, more precise medical diagnoses or simply in the search
engines more powerful on the Internet. Anyway, the current researches are
fertile for the fundamental research because it allows to better understand this
quantum universe and more necessarily they open the life to a new technolog-
ical revolution.

3 R2022A" Algorithm

The construction of quantum computers represents many challenges but also
potential major contributions both technologically and theoretically. Most
of the applications of quantum computers concern computer science and al-
gorithms. Even in information security, encrypted data to be vulnerable to
a quantum computer they must become first discoverable and exposed to a
quantum cryptographic algorithm.

Algorithm: Quantum algorithms require a different way of thinking than
a way one normally approaches programming. It is not possible to store quan-
tum states on a working memory for accessing later in the algorithm[12][13].
This is due to the so called no-cloning principle of quantum physics. It is not
possible to make a copy of quantum system. But it is possible to move the
state of a set of qubits to an other set of qubits. Quantum algorithm consists
of thee basec steps:
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-Encording of data, which could be classical or quantum into the state of a set
of input quibits;

-A sequence of quantum states applied to this set of input quibits;
-Meseaurement of one or more of the qubits at the end to obtain a classical
interpretable results.

A quantum computer can perform the simulation of dynamic much more effi-
ciently. Quantum simulation seems to be an important application of Quantum
Computer.

A quantum computer similation means” predicting” the state of a system at
some functional time ¢; as efficientely as possible given an initial system state.
Let the n-qubit [¢)) approximate a given system. Then, the quantum computer
similation algorithm can be presented as follows:

Algorithm 1 :Quantum Simulation Algorithm
Input:

o = 10, gy = 107190

maxiter = N

Time step size At , t;
Output:

‘¢tf> , by

Stepl:

For1< j < N do

[Vit1) = At [1y);

J=J+1L
Step2:
if jat<ty, gl <
write [¢,);
End For
else

return to stepl.

The purpose of this algorithm was to give a proof of concept of how quan-
tum computer perform based on how the state of its system at some functional
time regarding to simulation state and the process . Each step presents the
simulation in practice consistent with the theory and literature.

Quantum Computing and algorithms meet some specific requirements such
as the number of qubits, fiting of hardware architecture and will have a brighter
common future. Algorithms could be implemented so that they can run and be
tested on quantum computer. Especially, a good quantum algorithm solves the
order finding problem during data processing partucularly under a quantum
system.



52 P. Ndagijimana et al.

4 Conclusion

Apart the overview of a Quantum computer, in this paper, we described the
evolution of cryptography and the theory related to computationnal perfor-
mance, efficiency, prototype and predictive modeling of a quantum computer.
The properties of the superposition state of a quantum system to perform data
operation has been described.
However, the development of quantum computer could pose different challenges
for research and society today, example on the possible global impact on dig-
ital security. Quantum computing capabilities and technologies will serve as
the foundation of a second information age[14].
The Quantum computer, apart it is in its experimental phase, it is not intended
to replace our classical ones because its applications will be different.

The following elements are among those which make Quantum computing
different from conventional or classical computing|[4]:
-Classical computing calculates with Transistors which can represent either 0
or 1 while Quantum computation calculates with Qubits,which can represent
0 and 1 at the same time.
-Classical computing encreases power in a 1:1 relationship with the number of
transistors while for Quantum computation power encreases exponantially in
proportion to the number of Qubits.
-Only specifically defined results are available, inherently limited by algo-
rithm’s design while Quantum answers are probabilistic because of suporpo-
sition and entanglement, multiple possible answers are considered in a given
computation.

The current researches allow to better understand this quantum universe
and more necessarily they open the life to a new technological revolution.
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